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Abstract: Two-dimensional code is widely used in daily life, and security issues are increasingly prominent. In order to 
improve the security and use of two-dimensional code information, the anti-counterfeiting technology based on en-
crypted two-dimensional code is studied. At first, this article discusses the security problems faced by two-dimensional 
code in the application process, and analyzes digital security technology, and compares the performance of different 
encryption algorithms. This algorithm not only effectively enhances the security of the system and reduces the chances 
of key information theft and tampering, but also ensures the generation and recognition speed of two-dimensional 
codes. 
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1. Introduction 
Two-dimensional bar code (referred to as 

two-dimensional code for short) is the carrier of the 
symbol information recorded by black and white 
graphics distributed in the two-dimensional direction of 
the plane according to a certain law using a specific ge-
ometric figure. This code takes advantage of the internal 
logic of the computer—the concept of “0” and “1” bit-
streams, using several geometries corresponding to bi-
nary to represent various types of data information. 
Two-dimensional codes originated in the 20th century as 
a bar code designed by Japan’s Denso Wave to track car 
parts. Two-dimensional code is of strong reliability, high 
efficiency, low cost, simple structure, high density, error 
correction function and multilingual form, and is flexible 
and practical and easy to be made. It can represent the 
image. In addition, two-dimensional code can also rep-
resent the density of information and the size of variable 
proportion. It can be easily read by laser or CCD reader. 

Research of two-dimensional code technology in China 
started in 1993. With the development of market econo-
my in China, the two national standards of 
two-dimensional code article numbering center of China 
are formulated under the support of relevant department: 
grid matrix code and compact matrix code, which pro-
motes the research and development of two-dimensional 
code in China with independent intellectual property 
rights technology. With the development of mobile 
communication technology, the increasingly perfect 
ecosystem of mobile platform also promotes the popu-
larization and development of two-dimensional code 
application. 

2. Analysis of data security tech-
nologies 

Two-dimensional code itself does not have security 
function. The function of anti-counterfeiting mainly is 
the advantage of the characteristics of two-dimensional 
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code combined with encryption technology for product 
identity; the two-dimensional code is printed on the an-
ti-counterfeiting packaging; anti-counterfeiting system 
users can login two-dimensional code or install decoding 
software decoding of the mobile phone to verify products 
and the product details. According to the characteristics 
of two-dimensional code and the combination of encryp-
tion technology, anti-counterfeiting of product infor-
mation is of high efficiency. Data encryption uses a spe-
cial encryption algorithm to convert the original content, 
even if the person unrelated to the message gets the en-
crypted message will not have the ability to know the 
correct encrypted content. The process of data decryption 
is the reverse process of data encryption, which traces 
the encrypted information back to the original infor-
mation through a series of means. Encryption techniques 
are classified according to whether the encrypted pass-
word and the decrypted password are the same. The 
symmetric encryption algorithm used to encrypt data and 
the corresponding encryption algorithm used to decrypt 
data are called asymmetric encryption algorithm. The 
different encryption passwords used to encrypt data and 
the decryption passwords are also called asymmetric 
cryptographic algorithm. Two keys of symmetric encryp-
tion are the same or have some relationship. More fa-
mous symmetric encryption algorithm is DES algorithm. 
The advantages of symmetric encryption algorithm lie in 
the high speed of encryption and decryption and the use 
of long keys difficult to crack. The security of the sym-
metric encryption algorithm depends on the preservation 
of the encryption key, and the security of the encryption 
cannot be mentioned if the secret is leaked. In addition to 
the leakage situation, the key is easy to be intercepted by 
others in the transmission project, because the two keys 
are the same, so the interception of one is equal to a 
complete break of this anti-counterfeiting method, and 
then the criminals can use this key for counterfeiting. In 
asymmetric encryption, the encryption key and the de-
cryption key are different. The asymmetric encryption 
algorithm widely used in all aspects is RSA algorithm, 
which is also the most widely used asymmetric encryp-
tion algorithm in Internet technology and has a good 
security, and can resist most of the known password at-
tacks at present. 

2.1 The DES algorithm 

The DES algorithm is a block encryption mecha-
nism that divides the plaintext into N groups, then en-
crypts each group to form their own ciphertext, and fi-
nally combines all the grouped ciphertexts to form the 
final ciphertext. DES is a symmetric encryption algo-
rithm. Its encryption key and decryption key are the 
same, and the algorithm is also the same. Its key length is 
64 bits. During operation, the 64-bit key will be divided 
into 8 groups, each group has 8 bits, and the last bit of 
each group is the check bit, so the actual key length is 
only 56 bits. In the encryption process, the plaintext is 
grouped, 64 bits of each group; and then a single group 
and the key are used as parameters and sent to the en-
cryption algorithm. The encryption algorithm encrypts 
the packet data under the action of the key to obtain the 
ciphertext of this packet, and then the next packet, until 
all the packet encryption is completed, then the encryp-
tion process is completed. The decryption process is the 
same as the encryption process, and they use the same 
key. 

2.2 The AES algorithm 

AES algorithm is an iterative block cipher using a 
substitution/permutation network (SP). It is a 128-bit 
data block to add and decrypt operations. The Rijndael 
algorithm, an advanced encryption standard, has variable 
data packet length and initial key length, but in order to 
meet the requirements of AES, the packet length is fixed 
to 128 bits, the key length is 128/192/256 bits, and the 
corresponding number of rounds is 10/12/14. When AES 
encryption and decryption operation is carried out, the 
input 128-bit data is arranged into a 4-by-4 byte matrix, 
and then 10 (128-bit key), 12 (192-bit key) or 14 (256-bit 
key) round operations are carried out according to dif-
ferent key lengths. The number of rounds is deter-
mined by the key length. 

2.3 RSA algorithm 

RSA was jointly proposed by three MIT scholars in 
the 1980s. Their names are R. Rives, A. Shamir, L. 
Adleman. RSA is composed of the initials of the sur-
names of three persons. Its principle is quite simple. In 
fact, it is to find the largest prime number possible. It is 
easy to multiply the product of two prime numbers, but it 
is quite difficult to decompose two prime numbers from 
a large product, so it takes the product publicly as an 
encryption key. The overall process of calculating the 
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public and private keys of RSA can be roughly divided 
into several steps. (1) Find two prime numbers u and v as 
large as possible. They cannot be too close and the fac-
tors of u-1, v-1 cannot be too small. (2) Multiply these 
two prime numbers to get their product w. (3) Multiply 
u-1 and v-1, and find the number p that is relatively 
prime to this product. (4) Get a q such that the modulus 
of the scores of p and q and the scores of (u-1) and (v-1) 
is 1. (5) In this way, the public key and the private key 
are calculated, which are (w, p) and (w, q) respectively. 
After having the key pair, the data can be encrypted and 
decrypted. The encryption and decryption steps of RSA 
are basically the same as those mentioned above. As-
suming that the data to be transmitted is C and the en-
crypted data is M, then M is the modulus value C of q 
and w. Among them, the plaintext and ciphertext are re-
versed, and the transposition of q and p is the decryption 
process. 

2.4 Comparison of three algorithms 

The encryption process of DES encryption algo-
rithm as well as concrete implementation steps are public 
and fixed for different information. Through the analysis 
to the encryption process and the concrete implementa-
tion steps, and attack on the internal structure for a long 
time, it has been proved that the design of DES algorithm 
is almost perfect, which will not cause insecurity. It 
is because that the key length of DES algorithm is too 
short, the use of violent attacks and other methods can 
easily crack the it. More importantly, the cryptographic 
structure of the DES algorithm is so sensitive that even 
minor, seemingly insignificant changes can make the 
original construction method completely unsafe. DES 
algorithm uses the same key encryption and decryption, 
and it is of high speed, high efficiency, and is suitable for 
a large number of data encryption, but the key length is 
short, and the security is slightly poor; in contrast to DES, 
it is not difficult to find that AES is also a grouping itera-
tive password, but its grouping and key length are de-
signed clever. The length of the first packet DATA is any 
multiple of 32 between 128 and 256 bits. The length of 
the second key is also a multiple of 32, up to 42 bytes, 
which is clearly much larger than DES’s 7 bytes. As a 
result, security is greatly improved. AES algorithm 
adopts WTS strategy, which can resist differential crypt-
analysis and linear cryptanalysis. According to the eval-

uation of authority, the exhaustive method is basically 
impossible to crack under the 256-bit key. What’s more, 
the algorithm strategy and allowing parallel computing 
make it run much faster. RSA is a representative of 
asymmetric encryption algorithm, whose encryption and 
decryption is with different keys. It is not easy to 
crack, but it is of slow operation, and is not suitable for a 
large number of data encryption. RSA’s keys are long 
and secure, and at this stage they are virtually unbreaka-
ble. However, RSA performs large number calculations 
at a much slower rate than AES for the same amount of 
data. 

3. Application of encrypted 
two-dimensional code 

(1) Two-dimensional code on packaging bags 
There is a two-dimensional code on the packag-

ing bag of vegetables, and the information inside is the 
vegetable file. This trendy food safety query method 
will be connected with the meat and vegetable safety 
traceability system in this city, realizing the construction 
of the traceability system of the whole industrial chain. 

(2) Two-dimensional code payment mode 
Two-dimensional code payment technology 

has been put into use in the market. China did not enter 
the credit card era from the paper currency payment 
era, but directly skipped the credit card era and entered 
the digital currency payment era. With the development 
of two-dimensional code technology and the guarantee of 
two-dimensional code information security technology, 
Alibaba’s Alipay and Tencent’s WeChat payment 
have been integrated into people’s lives, bringing great 
convenience to people’s lives. 

(3) Two-dimensional code in the field of identity 
authentication 

As the first gateway to protect network assets, iden-
tity authentication plays an important role. The 
two-dimensional code is provided by users with infor-
mation that uniquely represents their personal identity, 
such as mobile phone number. The corresponding 
two-dimensional code generation software generates the 
corresponding two-dimensional code, which is taken care 
of and used by individuals. These characteristics of 
two-dimensional code and identity authentication tech-
nology requirements are completely consistent. With 
two-dimensional code in the Internet instead of user 
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name and password to complete the identity authentica-
tion, it not only reduces the trouble of inputting user 
name and password for authentication, but also avoids 
password leakage or the risk of forgetting password. It 
may be said to be convenient, fast and efficient. 

4. Conclusion 
The security of two-dimensional code is a key issue 

that concerns the vital interests of enterprises and users. 
The anti-counterfeiting query system can be realized by 
using the encrypted two-dimensional code an-
ti-counterfeiting technology combining AES and RSA. 
This technology can effectively reduce the flow of fake 
and inferior products into the market, thus protecting the 
legal rights of enterprises and users, and contributing to 
the scientific and technological progress and develop-
ment of other industries. 
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